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Abstract  

Deconstr ucting social networks is a matter of particular importance when considering 

terror or criminal networks. Apart from discussions of general strategies, identifying 

which nodes or edges should be removed from a network to pull it apart fastest is a 

subject on which little research has been done.   This thesis proposes a method to 

deconstruct networks based on network flow algorithms that can identify edges which 

bottleneck a network. The models test  the efficiency of this method against two standard 

strategie s across several ideal network types.  
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I. Introduction  

Flow networks have been used to study a wide variety of phenomena, which  

include the organization and efficienc y of supply networks, traffic and road systems, and 

water distribution systems (Sheffi 1985, Magnati and Wong 1984, Schrijver 2002).  Flow 

networks show how specific goods move through the nodes and edges of a network, and 

how actors choose their transit pa ths (Fork and Fulkerson 1956,1962). Though all 

networks may represent flow there is a specific subset of network science dedicated to 

flow across nodes and edges in networks (Zachary 1977).  Indeed, the literature on flow 

within networks is extensive.  Desp ite this, flow networks have se en limited application 

at best i n social networks. This paper seeks to redress this  shortfall.  It examines how 

flow networks can be used to identify vulnerabilities and deconstruct social networks. 

This is of particular impo rtance when considering the organizational and affiliation ties 

associated with so called Òdark networksÓ including criminal and terrorist organizations 

(Carley 2003, Sageman 2004 ). Can vulnerabilities identified by flow algorithms 

deconstruct social netwo rks?   

A network is a set of actors, nodes, and the relationships between them, 

represented by edges (Wasserman and Faust 1994; Gruber, Palonen, Rehrl, & Lehtinen 

2007). A body of literature now exists, generally called Social Network Analysis (SNA), 

that p rovides a set of tools that are ideal for empirically modeling social relationships. 

SNA has been an expanding research field for decades, early development was pursued 

by sociologists who applied graph theory concepts from mathematics to social 

interactio ns. SNA provides a mathematical basis for studying the effects of structure on 

an actorÕs social choices and describes the set of possibilities for a networkÕs 

organizational evolutions (Degenne, Alain, and Forse 1999, Granovetter 1973). Among 

the theories  and techniques provided by SNA are algorithms that are ideal for modeling 

issues of flow in networks. SNA has been used increasingly in the social sciences to 

study the interactions between many different levels of actors, not just persons.  
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Social scienc es often use networks to examine the power dynamics between 

players and network structures, and to test how relationships form and to identify key 

players in a network. They most commonly examine a static network; a snapshot taken 

at one point in time wher e actors and edges are fixed. Static networks have many uses 

for analysis but are ultimately limited by unrealistic assumptions. Key among them is 

the concept that networks donÕt change over time, or react to change (Borgatti, Zachary).  

Dynamic networks, though more realistic in their assumptions, are intrinsically 

harder to model; many shifting variables must be taken into account. Common 

collection methods for real -world networks often donÕt leverage complicated dynamic 

network models. Nevertheless, dyna mic networks and algorithms promise increased 

accuracy and represent a branch of network science that is underutilized in social 

sciences. This paper specifically considers the applications of flow algorithms, which, 

while using a relatively limited amount  of data, are able to model reactions to future 

actions and decisions made on a network. I will demonstrate this by using bottleneck 

edges identified by the Edmonds -Karp flow algorithm to restrict the ability for networks 

to reroute flow.  

I consider how w e can apply flow to answer questions in social networks. I 

propose a method of deconstructing social networks based on flow, using an algorithm 

originally created to pursue deconstruction of a rail network during the Cold War. I 

argue that these models, de signed for movement -based networks, can be applied in a 

social context. I hypothesize that the relative importance of edges in bottleneck, 

identified through flow, can be used as an effective strategy to deconstruct 

networks.  This paper will review the li terature on flow and describe the mathematical 

underpinning of a major flow model. It will describe why flow should be the best strategy 

for the deconstruction of networks, and test it against other major strategies on 

generated social networks. I find tha t removing nodes with a high bottleneck score is not 

an effective strategy to fragment social networks compared to other popular strategies.  
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II. Network Flow Ð History and Overview  

Flow networks represent a branch of dynamic networks along with utility an d 

diffusion networks. Flow measures the movement of non -transitive physical attributes 

through a network from a source to a distinct destination, identifying multiple paths, 

and examining rerouting effects. Flow, with its multi -path and rerouting approach,  can 

strategically consider routes. Many networks represent static flow. A global airline 

network represents the transit airplanes, persons, and goods captured as a snapshot of 

flow. A migration network measures the number of persons immigrating and emigra ting 

from nation to nation during a given period of time. In his 2005 paper ÒCentrality and 

Network FlowÓ Stephen Borgatti describes how certain measures of network importance  

types are best suited to different kinds of flow which all have different implic it 

understandings. For example, he argues that betweenness is best used in package -

delivery networks or networks with similar assumptions, but fails to appropriately 

identify important nodes in gossip networks where Eigenvector centrality may be better 

app lied. Flow is often the observed edge that is captured in network and centrality 

measures used by researchers. Nevertheless more explicit algorithms and programs exist 

to model flow of a network, allowing us to specify assumptions and more minutely tweak 

the conditions in the network by which flow moves. Further we can move model dynamic 

flow over edges in a network.  

The Classical network flow problem is to choose flows of some commodity in a 

directed or undirected network so as to maximize the flow from be tween a source node 

to a sink node (Anderson, Nash, & Philpott, 1982; Radzik, 1998). Though now used to 

study many problems from biology to the internet, the classic network flow problem has 

its earliest roots in the railway networks, the earliest centrall y planned and designed 

large -scale transportation networks. In 1930 Soviet Scientist A.N. Tolstoi studied the 

USSRÕs railway system and worked on developing a method by which one could find the 

minimum tonnage in cargo -transportation planning. Though now c onsidered simple , the 
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1930s flow network, where all 10 sources and 68 destinations are along the same 

circular path with 155 edges, was one of the biggest that had been attempted and was 

correctly solved for the optimum flow (Schrijver, 2002).  TolstoiÕs theory included many 

assumptions and characteristics of transportation network that would not be formalized 

until the 1940s or 1950s such as negative cycling and disallowing backtracking. 

TolstoiÕs solution for the network can be verified using modern linea r programming tools, 

but it is unclear how confident Tolstoi could have been of his solution using his 

mathematical methods and without any automated computational power (Schrijver, 

2002).  

T.E. Harris and Ross (1955) also studied the Soviet rail system by ascertaining 

the minimum cut set of the system as a part of a project for the RAND corporation. Ford 

and Fulkerson mention the work done by Harris and in relation to train networks, but 

the Harris & Ross paper remained classified until 1999; long after For d and FulkersonÕs 

1962 book ÒFlows in Networks,Ó was published. The book established the well -known 

Ford -Fulkerson algorithm and tackled the maximal steady state flow rate  which Òcomes 

up naturally in the study of transportation or communication networksÓ (Ford & 

Fulkerson, Flows in Networks, 1962). Harris and Ross were studying a way to use a 

simple ÔfloodingÕ algorithmic method to establish a minimum cut edge set to strategically 

interdict Soviet rail systems most effectively using air -power.  

Importantly Harris and Ross outline how when examining the maximal set of 

independent edges selecting with the highest capacity edges, or Òtrunks,Ó to target for 

destruction is problematic, even in simple examples. Given their analysis they found 

ÒEvery one of a throu gh line may be cut and traffic may still flow by alternative routingsÓ 

(Harris & Ross, 1955). If these mistakes are possible in simple networks, such as the 

Soviet rail system, Harris and Ross reasoned that a mathematical system must be 

devised to tackle c omplex networks effectively. They employed a flooding technique 

developed by another RAND researcher, A.W. Boldyreff, which floods as much flow as 
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possible through the network using a greedy selection of the edges.  The technique does 

not ensure that the o ptimal flow network would be found, but Boldyreff boasted that 

Òthe mechanics of the solution is formulated as a simple game which can be taught to a 

ten year old [child] in a few minutesÓ (Schrijver, 2002). Simplicity was essential 

considering  this techn ique was meant to be utilized in a war -time setting, when a 

capable mathematician would be considered a luxury.  

These two early papers examine the major division in network flow; minimum 

cost, and maximal flow. Though maximal flow and minimum cost flows ar e deeply 

related and use many of the same assumptions, they are inversely related. Traffic 

models seek to minimize the cost of a unit of flow (Aldous 2008, Sheffi 1985) or lower the 

cost per volume curve. Commodity flows seek to maximize the amount of flow  over a 

network and identify as a byproduct the set of edges that belong to the minimum cut set 

(Ford & Fulkerson 1962; Heineman, Pollice, and Selkow 2008; Harris & Ross 1955). This 

difference changes interpretation and one approach over another should be chosen 

depending on the type of network, but does not represent a significant difference in the 

process by which they are calculated.  

 

III. Theory  

The logical question that rises once networks have been built is how to 

deconstruct them. This was the purpos e behind the Ford -Fulkerson algorithm during 

the Cold War. The armed forces needed a quick and effective way to reduce the 

capabilities of the enemy by cutting off strategically important rail lines. This work has 

been expanded to examine networks for vuln erabilities and create networks which are 

less susceptible to strategic failure; especially when building utility networks such as the 

Internet and patterns of airline connections. Networks of humans occur naturally, and 

thus have rarely been the focus of strategic attack. Neither has there been a traditional 

focus on increasing the human networkÕs robustness to such attack. After the terrorist 
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attacks of 9/11 researchers focused on modeling a terrorist or criminal network with the 

intent of using the model  to target and deconstruct. Many use centrality measures to 

identify the structure of the network, and use this information to guide targeting 

techniques.  

Centralities describe the position of a node in a network. While each network has 

a multitude of cent ralities, the four centrality measures most often used by researchers 

are degree, closeness, betweenness, and eigenvector centrality. A nodeÕs degree is the 

sum of the incoming and outgoing edges;  when compared to other nodes degree helps 

establish a sense  of how much the node of interest is a hub. Closeness measures how 

close a node is to every other node in the network, measuring a nodeÕs  degree on its 

reachability in  the network. Betweenness is the ratio of how often a node lies along the 

shortest path b etween all other node pairs; this allows us to examine the extent to which 

a node is a ÒbrokerÓ in a network, controlling travel between other nodes. Eigenvector is 

a measure that examines how close a particular node is to the most connected players in 

a n etwork, showing the influence of players who are not necessarily power players, but 

are well connected to power players. These standard centralities are used to describe the 

structure of a network and find important nodes and edges whose attributes can be 

theorized to be of significant importance  when interpreting real -world networks. For 

example we can use closeness to model if one node might have more access to 

information, prestige, or influence than another node in the network (Freeman, Borgatti, 

White 1991).  

These centralities are presented as a way to effectively target and deconstruct 

networks, with different centralities employed for different structures. If we can use 

centralities to identify the most central or important players, then it logically  follows that 

it is also these players whose removal should pull a network apart. In practice this 

appears to be true, for instance if one removes nodes with high degree, so -called ÔhubsÕ, 

networks become fragmented and disjoint quickly (Barabasi and Bonab eau 2003). In 
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2004 Mark Sageman applied this technique, often called the ÔkingpinÕ strategy, to the 

global jihad movement post 9/11, showing that after such a deconstruction terrorists 

would not be able to mount another major attack.  

There are many argume nts against such a technique, foremost of which it is 

nearly impossible to operationalize. One can never simultaneously remove multiple 

nodes in terror or criminal networks. It has also been suggested that as kingpins are 

removed new ones rise -- leaving no lasting impact of the kingpin strategy (Carley 2003). 

There are other methods developed to deconstruct --  a method to identify structural 

holes, ÔbridgingÕ actors who connect large parts of the networks to each other, proposed 

by Burt in 1976 and further de veloped by Borgatti in 2006. This has been used by some 

to target nodes to increase fragmentation on networks. All these methods suffer from the 

same weaknesses however; they use methods based on static networks to deconstruct a 

dynamic network, and these methods are not designed for deconstruction. We can 

consider these strategies static and myopic.   

I am not the first to consider flow algorithms in social networks; applications for 

the Ford -Fulkerson algorithm have been used by several researchers. Flow betweenness, 

a centrality measure developed by Borgatti, has existed since 1991. Even as there has 

been much study of the ways in which social networks develop and form, and the 

classification and import of their general structure, networks are still large ly treated as 

binary and non -directional. Flow algorithms require a directional capacitated network. 

Most social network researchers treat their edges as undirected and unweighted, which 

are impractical in consideration of social networks (Zachary 1977). R elationships are 

weighted, for instance, when a person shares much more with their family than their 

acquaintances (Zachary 1977). An undirected edge is logically equal to a bidirectional 

edge between two nodes. Thus though more difficult to collect, all s ocial networks can be 

seen as  weighted and directed.  Using an ordinal scale to assign weights to relationships 

allows one to use more advanced algorithms, including flow algorithms (Zachary 1977, 

13 



 

 

8

Freeman 1991).  

To understand why a flow algorithm should b e more effective at deconstruction 

we first need to consider a few of the basic principles behind the algorithm. The 

Edmonds -Karp algorithm, which is a breadth -first search implementation of the Ford -

Fulkerson algorithm, meaning that it focuses on shortest -paths when allocating flow. 

The algorithm gives us a rich amount of data to examine. First, it establishes the 

maximum flow available between any source -destination pair. Second, it returns the 

minimum cut set for the source -destination pairs.  

A full exa mple of the algorithmÕs method for flow calcu lation can be found in 

appendix 1 , the basic concept is:  given a directed graph G with directed edges E 

annotated (i,j) for all nodes, where i!≠j . Each edge has a capacity c and as the algorithm 

progresses the edge is augmented with flow f where f!!! !c. A path between the source, s, 

and destination , t, is selected and the flow along each edge in the path is augmented to 

match the maximum capacity available along the path. The flow algorithm obeys the 

laws of cap acitation, flow along edges can never be greater than the capacity of that 

edge,  

 

and flow conservation, the sum of a flow entering a node is equal to the sum of the flow 

exiting the node.  

 

The search order for paths prioritizes short paths over long pa ths. This process repeats 

until all paths between the source -destination are saturated, at which point flow from 

the source must equal the flow into the destination, the sum of the flow on edges from 

the source or sum of flow on edges into the destination are equal to the maximum flow 

(Wilf, 1994) . 

[1] 

[2] 

[3] 
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In a graph a cut set contains those edges that, if disconnected, completely 

separate two nodes; a minimum cut set, designated as MC, in flow graphs is the cut set 

which disconnects the source and destination and contains the edges with the minimum 

sum of capacity. The value of flow over a minimum cut  is equal to the maximum flow of 

an source -destination pair. The edges in a minimum cut set are often called bottleneck 

edges, because of the potential to disrupt flow  they characterize  (Heineman, Pollice, & 

Selkow, 2008). The flow over an edge in a minimum cut set cannot be rerouted should 

the edge be disrupted.  

It follows that if the minimum cut set represents the total amount of flow 

between source -destination and i f that flow cannot be rerouted then the edges and 

nodes in the minimum cut are the most important to deconstructing the graph, 

regardless of their centrality. If we identify the flow and minimum cut for every possible 

i,j in the network it is possible to p roduce what I have called the Bottleneck Ratio. The 

value of ratio for every edge is the sum of the fraction of flow that was routed across it 

over the total amount of f(i,j) for every pair i,j. Formally,  

 

This method of targeting network is both dynamic,  based on a shifting calculation 

through the Edmonds -Karp algorithm , and strategic , because it focuses on the edges 

whose deletion means the most flow across all node pairs in the network cannot be 

rerouted.  

 

IV. Methods  

To test my hypothesis I compare s tandard deconstruction techniques on various social 

networks. However, many empirical networks for which data  has  been collected do not 

have edge weights --  a requirement for my flow algorithm which uses weight as a 

capacity. Instead of using observed netw orks I generate networks of various sizes which 

[4] 
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represent the ideal form of many observed networks. These generators have a long 

history and mathematically represent patterns found in real networks.  

The most basic structural definitions of networks use di stributions of its 

centrality measures to identify a typology, for example a power -law degree distribution is 

a defining factor of a scale -free network structure (Barabasi & Albert, 1999) while a 

normal distribution of betweenness centralities indicates a small -world. By calculating 

the network centralization score for each of these centrality measures we can examine 

how important each nodal property is to the overall structure of the network, and get a 

sense of the structural properties of the network.  

Though there are only ambiguous definitions of network -types, there are a set of 

well defined and considered structural properties that are consistent within all observed 

social networks. The first of which, established by Stanley Milgram in the late 1967, w as 

that seemingly large networks can be traversed relatively quickly. This spawned the 

popular concept of Òsix -degrees of separation,Ó which posits that any two people can 

always be connected through no more than six relationships. More formally it is 

generally considered that social networks have a short average path length, the average 

of geodesic paths between all two node pairs;  and a small diameter, the longest geodesic 

paths, such that there exists a short path between any two nodes in a network (New man 

2002, Milgram 1969, Strogatz 2001), which is called the Òsmall -world effect.Ó  

Many different kinds of networks exhibit a small -world properties, both 

measured and simulated. Random graphs, where given a number of nodes N edges e are 

drawn between two r andom nodes n with a given probability, exhibit small world 

properties. As the size of N grows the diameter of the network grows logarithmically, 

ensuring a consistently low diameter. Random graphs have been studied extensively by 

mathematicians and even u sed in social network applications in studies that model 

epidemiology (Newman 2000). Nevertheless random graphs are not a good approximation 

of a social network that exists in nature, as random graphs fail to exhibit many other 
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standard attributes of socia l networks. Most importantly random networks fail to exhibit 

triadic closure, sometimes called a clustering coefficient, and are not a good 

approximation of social networks (Newman 2000, Strogatz 2001, Watts Strogatz 1998).  

The Watts -Strogatz generator, na med after the researchers who presented it in a 

1998 paper in Nature, is a Òsmall -worldÓ generator. It creates networks which exhibit 

both a short average path length across large networks and have a high clustering 

coefficient. The latter is a phenomenon in networks which describes the triadic closure 

exhibited in social settings -- the friend of a friend is your friend. The Watts -Strogatz 

model first constructs a regular ring lattice network and then probabilistically ÔrewiresÕ 

edges to semi -randomly induce  connections between nodes of a certain distance. After 

some number of iterations of this rewiring the remodeled network is a randomly 

generated network which exhibits the small -world properties of a short average path 

length and a high clustering coeffici ent (Watts and Strogatz 1998, Newman 2002, 2000). 

I use for my tests an evolution of this model proposed by Newman and Watts in 1999, 

which follows the same methods as the original Watts -Strogatz model but does not move 

edges from their original position t o their rewired position and insteads adds a new edge 

in the new Ôrewired position.Õ (Newman and Watts 1999) This is preferable given the 

probability that a significantly large Watts -Strogatz model may create a disconnected 

component of the graph. This sli ghtly altered model is called the Watts -Strogatz -Newman 

model.  

Researchers have established that social networks develop differently as the 

environment changes: friend groups resemble small worlds -- where clusters of closely 

knit friends have one or two br idging friends to outside clusters. However other social 

networks develop differently and have different properties. Notably the world -wide -web 

resembles a Ôscale-freeÕ network as established by Barabasi, where just a few nodes have 

a majority of the conne ctions, power -players, and other nodes with a relatively low 

number of connections reach the rest of the network through these power -players.  
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Often called Òscale -freeÓ or Òcore-peripheryÓ these networks exhibit a high 

clustering coefficient, a short averag e path length, but also display a characteristic 

degree distribution which is highly skewed and resembles a power -law or poisson 

distribution where just a few nodes have most of the connections. A generator to 

approximate this behavior is presented by Bara basi and Albert in 1999 and has two 

unique properties that distinguish it: growth and preferential attachment. As nodes are 

added to the network they form edges taking into account a the degree of nodes in the 

network and a certain level of randomness. Nod es which have more connections will 

continue to accrue more connections, it is an example of a Òrich get richerÓ phenomenon 

(Barbasi and Albert 1999, Strogatz 2001, Newman 2000). The ending network of N nodes 

has a core of highly interconnected and ÒrichÓ nodes which have a high degree, and a 

ÒperipheryÓ of nodes whose few connections connect to the core and not among each 

other.  

I use these three generators, the random graph generator, the Watts -Strogatz -

Newman generator, and the Barabasi generator to cre ate data for simulations for 

deconstruction. The Watt -Strogatz -Newman or Òsmall -worldÓ and the Barabasi scale -free 

or Òcore-peripheryÓ networks represent an honest approximation of many real -world 

social networks and are a good background on which  to test  my hypothesis of 

deconstruction against. I also use the Erdos -Renyi random graph generator to create 

networks of similar size to act as a control. I create 3 networks from each generator, a 

small network of 50 nodes, a medium network of 100 nodes, and a l arge network of 200 

nodes. These variances in size should show any distinguishing variances that could 

occur due to size. I used NetworkX, a SNA library in Python, to generate these graphs 

and perform all my tests, excepting the the calculation of the bott leneck ratio which was 

accomplished using my own Java program  and the JUNG library .  

The generators in NetworkX do not create graphs with edge weights, however, I 

need edge weights, or capacity, to compute the flow graph. There is no generally 
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accepted met hod to determine weights from unweighted edges. So I rely on social 

network theory to compute a weight. Weight on the edge is determined by the average of 

the degree of the two nodes it connects. To keep the edge weights comparable between 

all graphs, I as signed to a probability using the empirical cumulative distribution 

function generated from the initial weights. Weight is then heavily dependent on the 

degree, this follows with theory in that power players --players with higher degree --  

should logically also have more influence or weight on their edges. The degree of a node 

follows its ability to act upon other nodes and use itÕs connections. For instance, 

empirically the U.S. and Russia are nations with the most connections in many 

international networks  and also have the most capability to act along those edges and 

express influence.  

I last input these networks into a program which follows these steps for every i,j 

pair  of nodes  in the set of all  edges E whose weight is greater than 0 :  

1. the flow graph b etween i,j is calculated  

2. the set of minimum cut edges MC are identified  

3. the bottleneck ratio is calculated for each edge in the MC using Equation [2]  

Each edge in the network has a bottleneck ratio that is equal to the sum of the 

individual bottleneck rati os from each of its appearances in a MC. This data is written 

out to a file and later used to compute the bottleneck ratio strategies.  

 

V. Deconstruction Strategies  

I test my hypothesis against several common centrality based deconstruction 

strategies, deg ree and betweenness, as well as my strategies of bottleneck average and 

bottleneck sum derived from the flow calculation. I create three networks of N size 50, 

100, and 200 from each of the network topologies described in the previous section.   

The first and simplest strategy I use based on degree; the node with the highest 

weighted degree is removed from the network first, and then the node with the new 
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highest weighted degree and so forth.  

 

This strategy can be viewed as a kingpin strategy, because  it  identifies and removes the 

ÔkingÕ node who has the most connections in the network. Second is the betweenness 

strategy, which deletes the nodes with the highest betweenness and then repeats, just 

as with the degree strategy.  

 

This strategy can be viewed as  a broker strategy, betweenness is commonly used to find 

nodes which act as brokers between clusters of nodes; this strategy seeks to identify 

them and remove them creating distance between clusters and decreasing the size of the 

largest connected componen t quickly.  

The final two strategies are both based on my bottleneck ratio calculation. 

However the bottleneck ratio is an edge based measure, and two separate 

transformations are used to create a nodal values. The first of these is the bottleneck 

ratio av erage, which is the average of all bottleneck ratios, designated by the flow 

algorithm, coming in and out of all edges of a node i. Formally,  

 

Where BR represents the value of the bottleneck ratio, equation 1, on the edge (i,j). The 

second is the bottlene ck sum, the sum of the bottleneck ratios along all edges coming in 

and out of node i.  

 

I do not expect there to be a significant difference between the two strategies; these are 

simply two different ways to create a nodal value from an edge based measure . Finally I 

[5] 

[6] 

[7] 

[8] 
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test a control strategy that uses random node selection.  

I determine the effectiveness of each strategy on each network using an area -

under -the -curve based measure: robustness. Robustness measures the resiliency of the 

network to targeted attac ks. Given a strategy it measures the change in the size of the 

largest connected component as nodes are removed (Kasthurirathna et al 2013). I 

express it as a probability using the formula below:  

 

Where S k is the size of the largest connected component w hen k nodes are removed,  S0 

is the initial size of the largest connected component and N is the number of nodes the 

graph.  This metric is preferred for itÕs empirical distance from the metrics used in the 

strategies, where closeness, eigenvector, average path -length and other centralities are 

highly related to centralities such as betweenness or degree. It also represents a non -

myopic measure of a networkÕs resilience to a strategy. A singular strategy may be 

preferred for the first few deletions, but prov e to be less effective over time.  

The small -world networks, which are characterized by the clusters of nodes 

connected through brokers, should be most vulnerable to a betweenness based broker 

strategy. The Core -Periphery networks, which are generated throu gh preferential 

attachment are characterized by their singular cluster of high -degree nodes and should 

be most vulnerable to the degree -based strategy. I hypothesize that my bottleneck based 

strategies should be more effective than the broker or kingpin st rategies in all generated 

networks because they are derived by determining which edges are most important to 

moving product or influence between two nodes. I also expect that the core -periphery 

will be more susceptible to the betweenness than degree, and v ice-versa for the small -

world network.  Degree should separate the core from its hubs, whereas betweenness 

should separate clusters from each other.  

 

[9] 
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VI. Results  
 

A descriptive table of the networks I generated is below, for each I have included the 

number  of nodes and edges and mean, median, and mode for the values of the edges, as  

well as standard network statistics.  

Table 1: Descriptive Statistics of  the  Networks  

I have created three networks of varying size from each generator, which I generally call 

by the moniker of ÒsmallÓ, ÒmediumÓ, and ÒlargeÓ depending on if the network is 50, 100, 

or 200 nodes. As we can see from Table 1  the number of edges for each size of network 

is relatively similar for the small world and the core periphery networks, but the  random 

networks have many more edges. This is result of the generator itself and which assigns 

connections to nodes with no regard to any strategy. This creates a greater opportunity 

for more edges to be formed without overlap, and inflates the number of edges observed. 

Regardless, this greater number of edges could have an effect on the results which are 

based on the size of the largest connected component.  

 All the networks have a low average path length indicating that the time to 

traverse them from on e node to any other node is relatively low. The small worlds show a 

high clustering coefficient and positive assortativity, this indicates that nodes generally 

share mutual connections and that they often connect to other nodes with a similar 

degree. This suggests that the small worlds consist of clusters of nodes which are tightly 

connected amongst themselves. Compared to the small worlds the core periphery and 

the random networks have a low clustering coefficient, indicating that nodes do not have 

many mu tual ties. The core periphery has a negative assortativity value, showing that 

nodes do not connect to nodes with similar degree. This is expected because the core 
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periphery model is formed through preferential attachment, connecting new nodes with 

nodes o f high degree creating a disassortative network. The random networks have a 

assortativity value near zero for all sizes. This indicates that there is no relationship 

between how nodes relate to other nodes, they do not exhibit a preference for 

systematical ly connecting to nodes with higher or similar degree.  

 The small world and core periphery networks show a similar distribution of 

density, the number of edges over the number of edges that could exist. The smallest 

networks have a nearly ten percent densi ty, which drops to approximately five, and then 

to just a few percent for the largest networks. The random network has a consistent 

density of around 20 percent.  

Random Networks 

Random networks should be the least susceptible to targeted attack using any o f 

my four strategies given itÕs lack of vulnerabilities and itÕs high amount of ties between 

nodes. When we calculate the robustness score for each strategy on the thr ee network 

sizes, displayed in T able 2 on the next page, I find that the randomly generat ed networks 

are the most robust to targeted attack. Each strategy is similarly ineffective. Since 

random networks are not an empirically observed network this is not entirely surprising.  

 
Table 2: Random network robustness scores by network size and strat egy 

 
Figure one shows the graphed size of the largest connected component, a key factor in 

the robustness measure, as nodes are removed using different strategies. A perfectly 

linear relationship between the number of nodes deleted and size of the largest 

connected component (LCC) indicates a more robust graph. It shows that the network is 

robust to all the strategies and only begins to deconstruct once half the nodes have been 

removed. The betweenness and bottleneck sum based strategies are the most 
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effect ive.  Figure two shows these same trends, with deconstruction beginning only after 

more than half the nodes have been removed. This is not necessarily unexpected; as 

these random graphs have a much higher number of edges available to keep the largest 

conne cted component together. The largest random graph is the most robust, not 

beginning to deconstruct until after over three -quarters of the edges are removed. In all 

three graphs the betweenness -based strategy is the m ost effective at deconstruction.  

19
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Small World'

Table 3 shows the robustness scores for each strategy on the different sizes of 

the small world  networks. In this table and the graphs below, we see that bottleneck -

based strategies are ineffective in reducing the robustness of the small world networks , 

even against the random strategy . As expected the betweenness based strategy is more 

effective on  two of the small worlds; but we can see that as network size grows degree 

becomes a more and more effective strategy to target and deconstruct the networks.  

22
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Figure 4, on the next page, sh ows the graphed LCC of the smallest small world 

network. From this graph we can tell that for the 50 -node small world neither the 

bottleneck average or the sum is an effective strategy, both the degree and the 

betweenness strategies are more effective. Bet weenness based deletions are much more 
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effective than degree based deletions.  

24
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Figure 5 shows the graph of each strategy on the medium small world, which is 100 

nodes. It has much the same trend as on the 50 -node -small world, where the bottleneck 

average and bottleneck sum are not effective strategies to deconstruct the network. As 

before the bottleneck sum is a much more effective strategy to remove nodes. Unlike the 

50 -node network, however, the betweenness  and degree strategies are much more 

comparable, though the betweenness strategy is more effective in the long run; as seen 

by the Robustness score in Table 3.  

Figure 6 on the next page shows the graph of each strategy on the largest small 

world, which ha s 200 nodes. It has many of the same trends as on the previous small -

world networks.  The bottleneck average and bottleneck sum are not effective strategies 

to deconstruct the network, though the bottleneck sum is the more effective of the two. 

Unlike the previous networks however the degree and betweenness strategies are 

switched; the degree strategy is more effective in the long run which can be seen by the 

Robustness score in Table 3.  
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Core Periphery 

Tabl e 4 shows the robustness scores for each strategy on the different sizes of 

the small -world networks. In it, and the graphs below, we see that for the 50 and 100 

node networks the bottleneck sum strategy performs as well as, or better than, the 

27 



 

 

26

degree and betweenness strategies. Unexpectedly, the betweenness based strategy is more 

effective than the degree strategy on all three of the networks with robustness scores 

consistently lower than the degree, though never by wide margin. For the largest network 

the  efficacy of the bottleneck sum strategy is half of the other strategies. The bottleneck 

average strategy continues to perform poorly as a deconstruction strategy for all networks.  
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Figure 7 shows graphically that the sum bottleneck ratio deconstructs at a  similar rate 

to the betweenness and degree strategies, and that the bottleneck average preserves the 

robustness of the graph the longest. In Figure 8 we have the first support for my 

hypotheses as we see that the bottleneck sum strategy deconstructs this 100 -node 

graph the fastest.  

Figure 9 shows the effect of the strategies on the 200 node core -periphery 
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network. Unlike the previous core -periphery networks the bottleneck sum strategy is not 

an effective means to deconstruct this network. As with all prev ious networks the 

bottleneck average strategy is ineffective.  
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VII. Conclusions  

 There is very little support for my hypothesis that bottleneck based measures will 

deconstruct networks faster than more traditional strategies based on the simulations 

that I ran. The bottleneck average consistently performed worse than any other strategy. 

The bottleneck sum performed much better and shows some support for my hypotheses 

but it rarely deconstructed better than the betweenness or degree strategies. That the 

bottl eneck sum performed better than the average suggests that it is more important in 

nodal deconstruction to have frequency rather than relative importance.  

 I believe that there are two possible reasons that explain my unexpected results. 

First I am taking an edge based measure and implying that its effects should translate to 

a node. By measuring bottleneck sum and the bottleneck average strategies based on the 

all in and out edges of a node I am, by definition, using every score twice. Given this it 

may be  hard to distinguish between a node i and a node j which are connected and share 

a highly valued edge. It may be a better measure to restrict each nodes score to their out 

or their in edges, creating a more unique score with less overlap.  

 To test this I p erformed an analysis on each of the 50 -node networks, deleting 

edges instead of nodes. I used edge -betweenness measure of betweenness based on how 

often an edge appears on the geodesic paths between two nodes, to replace the 

betweenness strategy. No edge -wise measure of degree exists, so each edge was assigned 

average degree of the nodes it connects as an alternative. The bottleneck ratio is an edge -

wise measure and so it does not need conversion. The results of this test can be seen in 

Figure 10 on the nex t page. In it we can see that the bottleneck edges are consistently less 

effective than the degree or the betweenness strategies. The degree strategy was most 

effective on the core -periphery and the random network, and the betweenness was most 

effective at  deconstructing the small world network. Clearly changing the unit of analysis 

to edges does not result in a different trend in results. Centrality measures are more 

effective at deconstructing the largest connected component.  
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 This may occur given that, f or both the degree and betweeness measures, 

disconnecting kingpins and brokers is simply more likely to fracture the network; 

whereas the bottleneck ratio is focused on finding nodes of otherwise small significance 

to remove from the network to decrease op erational capacity.  Simply put: an edge with a 

low capacity is more likely to be chosen as a minimum cut edge, but given the way I 

assigned capacity through degree an edge with a low capacity is never going to be at the 

ÒcoreÓ of the network. Should I cont inue this research it would be much more profitable 

to compare and generate weighted edges given whatever empirical data trends there are 

Ðcurrently no research exists on this topic, only theory. Further it may also be profitable 

to assign random weights t o edges, though no theory supports this, to present as a 

useful counter example to my method.  

The second possible reason for my unexpected results is connected to the 

measure of efficacy that I employ. I am measuring robustness by using fragmentation. 

Bet weenness, a highly effective strategy, seeks to identify those nodes that lie between 
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clusters and so it should create fragmentation quickly when it removes those nodes. 

Degree, a similarly effective strategy on some networks, decreases a high number of 

edges with each deletion. Without these edges there is an ever decreasing chance that 

nodes can remain connected and so this also drives fragmentation up quickly; as we 

observed in the graphs. Bottleneck edges, and the measures associated, seek to decrease 

the ability of the network to operate. When speaking of flow, a fully connected network 

with little ability to send flow is preferable to a fragmented network where the fragments 

retain a high ability to transfer flow. Thus a fragmentation -based score may n ot be best 

to measure the efficacy of the strategy based on bottleneck edges.  

When pursuing measures of deconstruction I have shown that size of the 

network is important, as trends can reverse themselves. Nevertheless betweenness 

based strategies seem to b e most effective overall, for both small -world and core 

periphery networks. Degree based strategies become increasingly useful as the size of 

the network grows. Bottleneck based measures using flow are not an effective means of 

targeting to achieve fragmen tation on these networks.  

 There are a few important conclusions that can be drawn from my work. First of 

which is that algorithms developed for movement -based utility networks cannot be 

readily applied in a social context. The flow -based measure of decon struction is 

important in two very specific contexts: when it is impossible or impractical to delete a 

node and when it is more important to decrease the operational capacity of the network 

rather than fragment it. When considering human networks, as I hav e done in this 

paper, it is possible and practical to remove nodes whereas it is difficult and nearly 

impossible to cut connections. However, given the concepts and theory behind the flow 

algorithms it was unclear the extent to which the set of bottleneck edges, which reduce 

the operation capability of the network, and the set of edges which are integral for keep 

the network connected overlapped. It appears from my analysis, that there is little to no 

overlap. In human networks it is clear that targeting a network based on its 
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clusters and so it should create fragmentation quickly when it removes those nodes. 

Degree, a similarly effective strategy on some networks, decreases a high number of 

edges with each deletion. Without these edges there is an ever decreasing chance that 

nodes can remain connected and so this also drives fragmentation up quickly; as we 

observed in the graphs. Bottleneck edges, and the measures associated, seek to decrease 

the ability of the network to operate. When speaking of flow, a fully connected network 

with little ability to send flow is preferable to a fragmented network where the fragments 

retain a high ability to transfer flow. Thus a fragmentation -based score may n ot be best 

to measure the efficacy of the strategy based on bottleneck edges.  

When pursuing measures of deconstruction I have shown that size of the 

network is important, as trends can reverse themselves. Nevertheless betweenness 

based strategies seem to b e most effective overall, for both small -world and core 

periphery networks. Degree based strategies become increasingly useful as the size of 

the network grows. Bottleneck based measures using flow are not an effective means of 

targeting to achieve fragmen tation on these networks.  

 There are a few important conclusions that can be drawn from my work. First of 

which is that algorithms developed for movement -based utility networks cannot be 

readily applied in a social context. The flow -based measure of decon struction is 

important in two very specific contexts: when it is impossible or impractical to delete a 

node and when it is more important to decrease the operational capacity of the network 

rather than fragment it. When considering human networks, as I hav e done in this 

paper, it is possible and practical to remove nodes whereas it is difficult and nearly 

impossible to cut connections. However, given the concepts and theory behind the flow 

algorithms it was unclear the extent to which the set of bottleneck edges, which reduce 

the operation capability of the network, and the set of edges which are integral for keep 

the network connected overlapped. It appears from my analysis, that there is little to no 

overlap. In human networks it is clear that targeting a network based on its 

betweenness increases the fragmentation with the fewest deletions.  
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Consider the example network consisting of 7 nodes, with origin A and destination G, where  ! !!  is 

written on the edges.  

  

 

 

 

Figure 1.1 Sample Graph with no flow 

The first augmented path would be A,D,E,G. The maximum available capacity along all the edges 

is 1 on edge EG so edges AD, DE, and EG are augmented to hold flow one. The augmentation is 

shown in re d Figure 1.2  

 

 

a 

 

Figure 1.2 Sample Graph after first Augmentation 

As this process continues, with the shortest paths always chosen over longer paths the final 

permutation is the  result in Figure 1.3.  

 

Figure 1.3 Sample Graph after last Augmentation 

The maximal flow over this network is  5, and the the sum of flow entering node !  and the sum of 

flow leaving node ! . In this way the algorithm obeys the law of conservation of flow, first 

established in electrical networks by Kirchhoff (Wilf, 1994) . The minimum cut on this network 

consists of AD, CD, and EG. The flow along these edges is equal to the total flow moving from node 

A to G.  

Appendix 1  
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